
Module 6

Governance, Risk and Compliance (GRC)

& Trust, Security and Privacy (TSP)
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Module Content

Content

- Overviewof (IT)governance - Privacy

- Overviewof compliance - GDPR

- Overviewof risk - Trustin the modernage

- Contingencyplanning

- Businesscontinuity & DisasterRecovery

- Computersecurity



1. Overview of (IT) Governance
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IT Governance

What is ITGovernance?
ÅIT governanceis a framework that ensures an organisation'sIT infrastructure

supportsandenablesthe achievementof its corporatestrategiesandobjectives.

ÅTheofficialUKITgovernancestandardis ISO/IEC38500

ÅStraightforward framework for the board's governance of information &
communicationstechnology

ÅKeyresourcefor ITgovernanceprofessionalseverywherein the world

ÅThere are three other widely recognisedframeworks that are often described
includeITIL,COBITandISO27002

https://www.itgovernance.co.uk/shop/product/iso38500-iso-38500-it-governance-standard
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IT Governance

What is ITGovernance?
ÅPart of an ƻǊƎŀƴƛǎŀǘƛƻƴΩǎcorporate governance

strategy

ÅTheprimary goalsare that investmentsin IT generate
businessvalue and the mitigation of risks associated
with IT

ÅThis is achieved with the implementation of
organisational structure and well-defined roles for
responsibilityof:
ÅInformation
ÅBusinessprocesses
ÅApplications
ÅInfrastructure

ÅConsistsof leadershipandorganisationalstructureand
policies
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IT Governance

What is ITGovernance?
ÅIT governanceshould be applied with the samelevel of

commitmentof overallgovernance

ÅAll stakeholdersshouldbe includedin IT related decision
making to ensure a shared responsibility for business-
criticalsystems

ÅThis ensures that IT related decisions are driven by
businessandnot viceversa

ÅOverall,the responsibilityfor IT governancelies with the
boardandexecutivemanagement
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IT Governance

High-Level Goals
ÅValue

ÅRisk Management

ÅAccountability

ÅResource Management

ÅPerformance Management

ÅImplementation of High-Level Framework

ÅEnsure Confidentiality, Availability and Integrity of data (CIA)

ÅPeriodically review and iterate
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IT Governance

Why is IT Governance
important?

ÅIT Governancehas become very
topicalfor a numberof reasons:
ÅIT has a pivotal role to play in

improving corporate governance
practices.

ÅaŀƴŀƎŜƳŜƴǘΩǎawarenessof ITrelated
riskshasincreased. Thereis a focuson
ITcostsin all organisations.
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IT Governance

Why is ITGovernanceimportant?

ÅExaminationof current trends has found that the
followingissuesdrivethe needfor ITGovernance:
ÅThere is a general lack of accountabilityand not enough

shared ownership and clarity of responsibilities for IT
servicesandprojects.

ÅThe communication between customers (IT users) and
providers have to improve and be based on joint
accountabilityfor ITinitiatives.

ÅThere is a potentially widening gap between what IT
departments think the businessrequires and what the
businessthinksthe ITdepartmentisableto deliver.
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IT Governance

Stakeholders include:
ÅTop level business leaders such as the Board, Executive, non-Execs, and 

especially heads of Finance, Operations and IT

ÅThose that have a responsibility for investor and public relations

ÅInternal and external auditors and regulators

ÅMiddle level business and IT management

ÅKey business partners and suppliers

ÅShareholders

ÅCustomers
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IT Governance

ConcernsInclude:
ÅAvailability,securityand continuity of

ITservices
ÅCosts and measurable returns on

investments
ÅQuality and reliability of serviceςno

embarrassments
ÅIT not appearing to respond to the

realneedsof the business
ÅIdentification and managementof IT

relatedrisksto the business
ÅCapability and skills of human

resources
ÅComplianceto legal, regulatory and

contractualrequirements
ÅResponsivenessand nimbleness to

changingconditions



2. Overview of Compliance
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Compliance

What is Compliance?

ÅCompliance is either a state of being in
accordance with established guidelines or
specifications,or the processof becomingso.

ÅSoftware,for example,may be developedin
compliancewith specificationscreated by a
standardsbody, and then deployed by user
organizationsin compliancewith a vendor's
licensingagreement.

ÅThe definition of compliance can also
encompass efforts to ensure that
organizationsare abiding by both industry
regulationsandgovernmentlegislation.
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Compliance

Why is Compliance Important?

ÅCompliance is a prevalent business
concern, partly because of an ever-
increasing number of regulations that
require companiesto be vigilant about
maintaininga full understandingof their
regulatorycompliancerequirements.

ÅCompliancealso allows organisationsto
ensure they implementing current ΨōŜǎǘ
ǇǊŀŎǘƛŎŜǎΩΣin the interestsof reducingor
mitigating risk and protecting data,
systems, employees, stake-holders and
the future of the business.


