Module 6

Governance, Risk and Compliance (GRC
& Trust, Security and Privady SP)



Module Content

Content

- Overviewof (IT)governance - Privacy

- Overviewof compliance -  GDPR

- Overviewof risk - Trustin the modernage

- Contingencyplanning
- Businessontinuity & DisasterRecovery

- Computersecurity




1. Overview ofIT) Gvernance
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Whatis IT Governance?

A IT governanceis a framework that ensuresan organisation's|T infrastructure
supportsandenablesthe achievemenbf its corporatestrategiesand objectives

A Theofficial UKIT governancestandardis ISO/IEG8500
A Straightforward framework for the board's governance of information &

communicationgechnology

A Keyresourcefor ITgovernanceprofessionalsverywherein the world
A There are three other widely recognisedframeworks that are often described
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https://www.itgovernance.co.uk/shop/product/iso38500-iso-38500-it-governance-standard

IT ®vernance

Whatis IT Governance?

APart of an 2 NBI y A & lcaipbrats” @b&ternance
strategy

A The primary goalsare that investmentsin IT generate
businessvalue and the mitigation of risks associated
with IT

A This is achieved with the implementation of
organisational structure and well-defined roles for
responsibilityof:

A Information

A Businesprocesses
A Applications

A Infrastructure

A Consistof leadershipand organisationaktructure and
policies
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Whatis IT Governance? ——
A 1T governanceshould be applied with the samelevel of //foel% P@‘§‘§ks§\\\\
commitmentof overallgovernance % ¢ P?‘iecs Lll:ege%\\ne N
#al DO
A All stakeholdersshouldbe includedin IT related decision Mlgoa/ P ERNANC .
making to ensur hared responsibility for busin an GOV Eteam‘
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businessandnot viceversa !

A Overall,the responsibilityfor IT governancelies with the “ i |
boardandexecutivemanagement




IT ®vernance

High-LevelGoals

A Value

A Risk Management

A Accountability

A Resource Management

A Performance Management

A Implementation of HigiLevel Framework

A Ensure Confidentiality, Availability and Integrity of data (C
A Periodically review and iterate

Strategic
Alignment

Performance Value
Management Delivery

IT
Governance

Resource
Management
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why is IT Governance
Important?

AIT Governancehas become very
topicalfor anumberof reasons

AT has a pivotal role to play in
Improving corporate  governance
practices

Aal yI 3S asgayenessi ITrelated
riskshasincreased Thereis afocuson
IT costsin all organisations
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Why is IT Governancamportant?

AExaminationof current trends has found that the
followingissuedrive the needfor IT Governance

A Thereis a generallack of accountabilityand not enough
shared ownership and clarity of responsibilities for IT
servicesaandprojects

A The communication between customers (IT users) and
providers have to improve and be based on joint
accountabilityfor ITinitiatives

A There is a potentially widening gap between what IT
departments think the businessrequires and what the
businesghinksthe ITdepartmentis ableto deliver

IALLENGES 5%

ATA pARTNERSH!

\NALYSIS ¢ ACCOU




'?ﬂ | IT ®V e rn an C e
{rysmdart

1"A“ yO uth

Stakeholders include:

ATop level business leaders such as the Board, Executiv& ems, and
especially heads of Finance, Operations and IT

AThose that have a responsibility for investor and public relations
Alnternal and external auditors and regulators
AMiddle level business and IT management
AKey business partners and suppliers
AShareholders

ACustomers
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Concerndnclude

A Availability, security and continuity of
ITservices

A Costs and measurable returns on
iInvestments

A Quality and reliability of service¢ no
embarrassments

AT not appearingto respond to the
real needsof the business

A ldentification and managementof IT
relatedrisksto the business

A Capability and skills of human
resources

A Complianceto legal, regulatory and
contractualrequirements

A Responsivenessand nimbleness to
changingconditions
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2. Overview ofoompliance




With the support of the
‘ * et Erasmus+ ?-r«:g_;-, mme
of the European Uni

«"L“ Y outh

Compliance

What is Compliance?
AComplianceis either a state of being in

accordance with established guidelines or

specificationsor the processof becomingso. o) e \,LS
ASoftware, for example,may be developedin W

compliancewith specificationscreated by a a

standardsbody, and then deployed by user = }\

organizationsin compliancewith a vendor's oloEs T coueee

licensingagreement @% o

TRANSPARENCY REGULATIONS

AThe definition of compliance can also
encompass efforts to ensure that
organizationsare abiding by both industry
regulationsandgovernmentlegislation
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Compliance

Why is Compliance Important?

ACompliance is a prevalent business
concern, partly because of an ever
Increasing number of regulations that
require companiesto be vigilant about
maintaininga full understandingof their
regulatorycompliancerequirements

ACompliancealso allows organisationsto _
ensure they implementing current W6 S &
LINJ O inkthe $hier@ss of reducingor
mitigating risk and protecting data,
systems, employees, stakeholders and
the future of the business
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